Computing Precise Control

Interface Specifications

Eric Hayden Campbell
Hossein Hojjat Nate Foster



The Unknown

How do we verify programs with unknown code?



AVerification Myth



Program Spec



Source code is
incomplete!
Calls




v 3

Program Spec



from gl import foo,bar

assert y|z # 0Ox00

Which implementations?



import as foo,bar Which implementations
satisfy the spec?
def code(x):

y = foo(x) Independent Specs

z = bar(x) [POPL ‘16, SIGCOMM 20]
assert y|z # 0Ox00

¢(foo) A y(bar)
Necessary [SIGCOMM ‘20]

Eliminates

no “good runs”

true




Overly
Restrictive!

Permissive

[POPL ‘16] [SIGCOMM “20]



- € -soec

Precise
P [ F ] F ﬂ Weakest |.| Safe

Program Spec Efficient




itmport (sl as foo,bar

Goal:
def code(x): Compute
y = el precise i-specs

z = bar(x)
assert y|z # 0x00

foo(x) | bar(x) # Ox00



How to use computed i-specs?

Automated

Documentation Verification




Runtime
Monitor

Control Y(F) Data Plane
Plane | Pipeline

(e.g. BGP)

(e.g. P4)

Computer Network



Capisce

computes control interface specs
(ci-specs)

Safe Weakest



Step 1:
Model Pipeline
Programs



GoLr) —E

. w 1
C ::= assume @ Fi 20> 2
X 1= e ~
c o c e ::= .. | F(e)
c []c ¢ € QFBV




Control Flow in GCL(F)

assume @;c,
if ¢ c, c, []
assume —@;c,



Step 2:
Symbolic
Compilation



GCL(F) Lifting ﬂ
C[F,pkt] c’[cfg,pkt]

GCL



assume -, : c’ [pkt,cfg]

Symbolic
Compilation

IF, Il = V pkt.p(pkt,cfg)



Cl-SpecC

—> Vpkt.g(pkt,cfg)

- Efficient to monitor




Step 3.
Quantifier
Elimination



— V pkt.@(pkt,cfg)
QE

LERl- oo



CI-SPEeC

EGRE— v

Theorem. Precise
=> safe
=> weakest

Theorem. Efficiently monitorable

Efficiently Control-Monitorable Sentences

Theorem. Terminates ... have polynomial expression complexity




V pkt.p(pkt,cfg)

Quantifier
Elimination

IS Intractable
y(cfg)




new candidate ci-spec

N

Precise
Path-Based
Decomposition Solvers
Sufficiency Check
Generate cex paths /
Small QE

Problems




Evaluation



Survey of
Industrial and
Academic P4

Programs

Ensure Invalid

Data is not
Read




Program
Survey

Ensure Invalid

Data is not

linearroad 54477696 7 timeout
Read fabric 133365047559893 timeout

linearroad-fixed 54477696 @ 5.9%x10* 3236 179885 5.9 X 107

fabric-fixed 133365047559893 ¢ 1.2x10° 653 41140 4.9x 10712




Time (s)

Program
Survey

Defined

Forwarding

IMELLS & FI
0.28
0.029




More bugs (96%, 100%)
unreachable than bf4 Qualitative Analysis of
(40%, 7.6%) path-based heuristic
[SIGCOMM ‘20]



Capisce

F PLF] e




Guarded Pipeline Language (GPL)

n 2995 o @ 985 «

¢ = t(e) table t : 2V 5 {al""’an}
| c € GCL

a ::= AX. C ce GCL



Declaration

fud : 232 > {
(Ap:2°. port :
(A_:2°. drop :

P),

[
f—
~

¥

fwd (1pv4_dst)



s I ol - BV — Act x BV
pkt : Var — BV

Table

Semantics




GPL

fud : 232 5 {
(Ap:2°. port :
(A_:2°, drop :

P),

}

fwd (ipv4_dst)

GCL(F

Fud : 232 5> 2t x 2°
i, p = Fwd(ipv4_dst);
if 1 = 0 {

port :=p
} else {
drop := 1

}



P4

GPL



